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An apparatus for providing a secure processing 
environment is disclosed: In one embodiment, 
the apparatus includes a read/write memory for 
storing encrypted information. It also includes a 
processor, a cipherer and an authenticator. The 
cipherer is in communication with the read/write 
memory for receiving encrypted information 
therefrom and is configured to decrypt the 
encrypted information into decrypted information 
to be returned to the memory for subsequent use 
by the processor. The authenticator authenticates 
the decrypted information prior to use by the 
processor and reauthenticates the information 
prior to re-encryption by the cipherer. 
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[0 0 7 8] 

lltrli*M**-fSri:Sr»#$n-CV^5fcOtt, PftHUBI (caller) 

* Lxw&^ffixh%ti*mLvm±(ow;Wixmftirz> 0 font* 

y mz&\,^xm%^Mte$-*^xmomMbnx^z>tcfr, ztuz±*~ y 

^xmbtitzmmtmftfrtiZo ^-t-^y^hr 

[0 0 7 9] 



(38) ^2 0 0 2-5 2 6 8 2 2 

[0 0 8 0] 



(39) 2002-526822 

[0 0 8 1] 

m%i%ft&tl<fc%-*MZ, ZMm'K^WzWs&s HI!) (tick 
) (Dh^tiRTOS;v-^y(Dn^^WW^M^X^< 0 Z.%h\z.\^ loo 

, 1115 (tick) *X*<D®WmMtf%£.~fZ>Z. bfrX%Z> 0 
[0 0 8 2] 

[0 0 8 3] 

<Dxh& 0 ^tut, h/jy#- vm^mm^-r^^ 

xrmm^m\^x^m^hmm^Mit'r^>^t\tx^^^K m^tix^^ 

m^xm&x*z>z.ti>isLtzmm^\ 

[0 0 8 4] 



(40) #^2002-526822 

nmx bn^mxm^tcit^m^— y-fvr-fvy m^-t 
Lx#mm&}\z.fiim£^ ^^^m-t^tz^mj Ltzm^—f^^-^ 
lock) x%z>^zmm-tz>z.tftx%z> 0 

[0 0 8 5] 

<fc><5o 

[0 0 8 6] 

f*/U 7ft%ti$%<v*- *%.$tfrZ>\%oft, ;WaM>k&A£*t5J: 

-tfn%±f&~r%-t-fttemj3Z%Lx^z>m&, ^DUotrnhfitzMt^^^ 
*(D?\-mz%ibftz>£. v h%£xhZ) 0 mmz.%ibtix\^^<Dfc, m&zti 

v?j*®m*EM (rng48) ^titi^, ee^4tt ^eftw 9 £ 5 id 
>r r £ ^ -e t & v vj§^ \z. x w&fttt ^fcf/^^^^iao -cut %\t 

[0 0 8 7] 

7A£*L5tM*- (y7M>s7x^^^- i h/^y3}?-.hEMK > hy^/i- 
yh^ttSESK (hy//^-, hy^DEs) -efco, %tit>n±xn 



(41) #^2002-526822 

(**) -efcSo 

[0 0 8 8] 

,s\$ s (vault) i:P?ff^S*3 0*aWti:IM5ilfe«$*t 

l) *-1h-/<120 *3«fctf ( 2 ) 122 (E15#J&) oiSfc'v-K 

^*T^S"C*>So '-U20 its V*— /^M24 1*3 KISS &;ft/CV^ 0 

tZ^-VI-^yt'*.-? (PC) atM^Tl^o «JII/F94f4, 

^y-*i26 mittjfticSBtt^jxs. zoTtr-ffiio' \c*tt * 
yf^f^i -cj&i&k: § b $ ixfci ^ J; 5 rt*uf * fe * v \ 

120 ft, /W32 iUoUs' h 17 — ^128 ^Mt£tlTV^ £ 

[0 0 8 9] 

f£ifcv^l22 »2<0I*telRtte>;h/C^6. BB^SftTV^^ffltf&ljgK: 

pc (/^yt/v^y^a 1 -^) mioxfllfife^tfcv^, ttift^i22 fc 

5*5/ M7 — ^^^ — ^128 CioT^ ^120 {C^£ftTV^ 
KRgjfcfcgS&SftSo ^Kf^fc7 T^T 7 /H32 K iot^y h 12 
[0 0 9 0] 

7p^7A$nfcT^V^10t?^i-6T^^3 VttfcflJfc^ftT&P. 

^120 tH4t57^i/a i'ttJ&fflte^SfvCfetK 9—^120 £tt|ft 
^^22i(DrB^^Sft^r<D^^^7i^^^^fe^75^^^i^TV^^ 0 

[0 0 9 1] 



(42) #^2 00 2-5 2 6 8 2 2 

^122 \Z&^X7v ^ZtlX^ZmWHOtpO'*— V7bT~7^y bt<D 
[0 0 9 2] 

-^y^-7s"-7M lt*— f— ^120 maie>*i5o 

[0 0 9 3] 

df— 9— ^120 y-7lP7h^^^fxs'^t5Ci:lcj;o-C ; eW 
ntt^fil0<!:jMLXV>5-i:t^6 o ^120 te, i"5S^5f-^ 

WSl£ei0£^-1*— ^120 «t^^T^C>^fT^§^:TOiijf«r.^)-fe^i/ 
3 y^-XB|H§-tt;£*L (O-CBC) , %ti%mM-fZ>frtb<DSHAs^ r^?: 

[0 0 9 4] 

%<D'&, dr—i?-— /^122 -fr— /*Z>y — *126 (-t*Vti$ btC^T? 



(43) #3? 2002-526822 

[0 0 9 5] 

f£ftb&V^"C, ^glOte-ttl/^-lJ— ^120 tmit LTV^^i:&£no-Cl^ 
5 0 =gBlOte^-f— ^120 ^ibS^ofc^^^A^cS^^T^^y^^AV 

£dr— f—/-q20 w<D^— ^-^120 tex-*^— * 134 {C&^T^rfr 

[0 0 9 6] 

o mm0\$, *tf>rt«BEEPROM32&??£:/n^7 *>^U -tftriS 

^122 )«O^gl0O^^{'iP¥l-?) 1 1 5 0 
[0 0 9 7] 

[0 0 9 8] 

EEPROM32(t J^T^X — y^^Az-ev^- triW^LV^ ft" 

«EEPROM N T^^^-lCj; «9 £ tifc (4o X tFft^T'f&fiE £ 

tl/fc) ^EEPROM, fei^totfiO^tV^EE PROM32<7V>& 

[0 0 9 9] 



mi] 



(44) 



4** 2002-526822 



1 0 2 4 7.^7 > 7 to* tilt** 4 X*- 0 Cftfcfc*-Pg?J18£&<D®ll&££tt 

3 2 X^7V7A$tlfcf/^7 + -^< (V7Hx7li^M 

iSSJSC itfTfStt^©"?) s E E P R OM32©^f^cF tl/c7 p y 7 
_fc©* * 9 7 U" A * fc &M A C 

1 9 2 77 h*x7X7X#- h/*f h EMK 

(Bg^^$tlfcT7s7~ + -, *-ltJMi£4>©3&2<D*-) 

192 CSPRNG7>ni[fl4W^- 
3 2x2 /n- K9x75 >^AttS8£8fli<D'>- K 

6 4 CSPRNG7>^MW->-K 

3 2 A-pi)x7i« 
3 2 C ®^g©SS!it#^ 

3 2 7 7 h ^x7xn#- h/-f b EMK'f 7xy 7 7> 0 

7 7 h7x7£n- KlfcB#fciELVE SK^ftft-pSiA^^ 



[0 1 0 01 

vmvm £ tut* -*Mm-rz>mf$.<Dnm] 

rtt*tf 7fe*fc£ilT«)J;5<e, **-bT77\ #JiA^a> S:JWtW* 
[0101] 



(45) #3? 2002-526822 

36S»*R*t1BR«r-S'^-CV ^ &4^d> (7"n>.y^i44) , y -fey FSfcfiNM I 

tti&trrs^as-ctfc^ (^ny^i5o) o 5 eeprom32?> 

fU^tyhhy^^^) -C*>54fr£ (:7 ns/* 152) , ^SlOttgBy 
•fe y Mb^^fT 5 C/nj/*l54) , CtUcioT, ®«^«fc3i?--0>#£\ 

6) ^ tf*y *152 ) , it«ttfliU tt* y T*;h,i\ ms 

= ~K#WH^fc:&*L (PC 180, ^(Cpim^^^Kl^i^LEDHO 
<fcoT) , ^y:/10te^yiry h%mi1-£ (:/Py*156) „ 
[0 10 2] 

*&£D*|*)gM^y ( I MEM46fc<tt/DMEM18) ft <bU^&$*P— /Vl^ 
it^*yT£*L (^a^/^164) s LfdSoT, <b<^VW^m*1ttl^^$ 

[0 10 31 

C. E E PROMMYf 



(46) ft £ 2002-526822 

Mo 

Sfcttfeugl^u 5: :/^&*t 5 r. fca«rtrc*>* 

sas^r, fcsir^^y^^m^^ffi^it^^tt^ c/ 05^172 ) •; @ 

W&ROM142 ©flPfiESrtftWi"**:*^^*^*) a s #£L-C^ 
3I§£ 5^174 ) , fl-£!5ROM142 \Z.¥ty?1rZ> (Z?Vy?l76 ) . ft 
35ROM142 ^^U^V^^ irfu-ytm ) s ^filOfin 5/ ^ T 

[0 10 4] 

tbfcf"* y * ^ ^ ^ * * ^ o "C * * y 32tCflMSf f —^ jftSfiPfiEi - £ 
^t^$tb/t#a* (7oy^l70) s EEPROM32(^W$tl7t^D y^fc: 
^tSf-aiy^f-A^tm^tlS (^Py^l82) o fx^^fA^I^fc 

EEPROM22tfS^bUfcfc£>> *>^f*£tf>§£|tl0as* y^-£tlfcfcfc(C N 
P^7^t5, ^y^i^^O&ktf (-fuytm) % E E P ROM 

^ 186 ) o 

[0 10 5] 

d. mm 

tmks *>6Jfc«W/h$v> (43tfi#jtelS><D) 
[0 10 6] 



(47) #* 2002-526822 

^ytr/l^y l^-^V^T:/^ I MEM 

46{eio-K£;ft> ^-^^42^^^-h$tl5 (^n y ^186 ) „ £7t, $>3 
^5— a—if R I SC3-M5n - KSftS. U h7j// 

TT'Uy hWP-f> y^5^7i.^^ h 7 LT©*ttJBSftS» 

2 a y*mwi~z> Witt* < N iESfj^coTT'^ffl s tts t>o t C a 

-KSrftffli-5«fc9^ #^—T~?Vy h&irjR I s C K^n- KSft* 
if*3«fctfRi SCa-Kfia- f 3-Kd*flq9£f 5i«*U m^it5 a 

;ftfifcbfcv\ JH-WlsCa-m, 5r^f-42dS<ftTi"-5rtS:«PHI 
Lfctf*b, RTOSJdWHS:il5 5i: UttttS, *>5a-ft^ (nub) 

[0 10 7] 

^iJROM142 &fc&PC I /^l%<D\i^-fft,frb'<~+y? V^— 
y-fT-fVy hSrn-K1-6^^*sW*btt6. iTO^- If* y ^ h^- b * 

^DMEM18^tC=ifc: 0 -$n^o fl>8BROM142 f*$t igFnSftfcgtt^ 
Wr, ^y^«rtT5fc»^ PC I/^78^ffl-fr-f{ciy^x^^^-hi-6 

IBROM142 UfcV^ifrfr C/ns/*188 ) s ^glOtePC I /^78(£ 

y-hSrK^S (:/ps>*190) o <b<(c N ^ftittt SCB^PCI* 
*M>bI£££;ft5 (^OtdJfcS) rtSr#oTV>5 (:/py*190) „ 
„ **U*SCBlC:fcV*T#£$;ft;fc:/P v ^^SDRAM^IClStS, /**-^ 
WlKDWi^l^^ (•7"P^^192 ) N ^^/V^y-tfS^L ( 



(48) #^2002-526822 

y?196 ) o /^-y©l2(DM^I^U/i:^I^ &uy?l9B ) , 7W 
[0 10 8] 

t-V^-V^hyyfn-tfj ^^g-fS £#x.k*i5o ZtUtm%i% 
[0 10 9] 

(2) 3-— 1fV7 k7^T£n-KU >v-s-f-^ y ^5 

(3) CSPRNG^MktSiis (4) v^xi^fflcOfctf)?)^ 

£ tilt* -^(Dm^mm-r ztc#> K&m z titm* <Dm®& <t t**-if 
mmzwmtirzzb, Kbmz (5) #j^^±wc^c=.-if^— k<^3- 



(49) G$t 2 0 0 2 - 5 2 6 8 2 2 

CfcJ:tf:fcJIlfl2J#*.) ] 
A. fiJi^^S 

[0 110] 



(50) #^2002-526822 

[0111] 

B. W&h*9y9 

* y 7^ te, tt<Z?«#*nfcS:IIRS:«HRo"C4lE3Ei-5r. £ £>T# StliM— 
[0 112] 

UTl^ 0 ^-f^yrhT^yKt DMEM18 (t^T?n- KSft 
7>TAI^J±SU^I^NF^CffoTV^-5^^^^^bT3t» s lo^oi|^$^ D 



(51) ^2002-526822 

[0 113] 

#-*/i^e-K V7YT7\sy h £ tz.itm®&& £ tilt % — * 

[0 114] 

c. xmrnm*- 

m&^frbmMLtctz s mmvm*hit$'-*A'tiL > ^w^w^mmm 

[0 115] 

D. /<— -fr* U "^hiJ-Ttf— h 



(52) ^ 2002-526822 

£ X o TfiJ^^#^B#f^^ t ft V \ 

m~W.i-Z>z.k%»imz.i-Z>i><DX*t>t£\<\ mm<nx? yttfjyfte, dmem 

(Dtz^Z^USBRAM2A^X^it^tlX\^ 0 

v Ltc - 1 Kmm Lit, v N-r lt % v mm&mm<Dm&xh z> 0 

[0 116] 

tTLTl^TTVs/ htiotn- F^ft/di^ Z(Df"-#±Jft V 
[0 117] 

9tM v )-ziW£^~-1rt' VT'bXT-itx.-y v7*-y-$-Y-f Z>tMC RT 
y y 9(u^n.~^W7 7^Sl^ft 



(53) #^2002-526822 

[0 1181 

^Srf-xy^l-S. (l) x ) ^h*!7y:^5M*£*ifc*§£\ (2) 

y ^ttv^ h^^ff-r^n^o^, h/^#- 

a-zHUffitt (1) ^^^^-hSrfToT^^-b^M^U^^DMEMlS 
^bSDRAMWfcatf-U (2) 7>;W^-^fi^U A 
^ty>a*79yVaU 7*— *ir^ V b<7M hfc&BteU (3) 

[0 1 19] 

[0 1 2 0] 



(54) #^2 0 0 2-5 2 6 8 2 2 



[*2] 



3 2 0 

64 ft£*T?iJ JfrE©'*-** bT-fl/9 Hw*fr7 *£*©*# 5 

16 ID &7d? ^icftt £<$#©## a I Do 

16 ^& BSHtttStlfc-fe^a >©"*& 

(64tfyhDES7o y *"?©> HHfp) 0 

1 6 0 

16 75/ ~ Cft&7*/tt77P» Mtff-* 

■b/> > K fci07^U? h K5i*-r*ISfTtfe«* 
KBiJ-T -5 » «> X r A }C <t -a $ tl -5 „ 

CCC^^B|-t{fc^t5o h h>)7ADE'S 0-CBC] 

6 4 *Xh*7-fh CttttlMMfc©i^£T©«***£#tott#7Sttfc 
64n f-* :n»A'-f?'J^h771/y h (filTftH) 

[BtTIte a ^^"^«fc -5 k> £«f U:: fcteas 

gS10ti#-©DES CBC-MAC4t«tS. 
I V«<€-©'7- 7 7£*l*:J&&K:©<*- 



[0 12 1] 



(55) #^2002-526822 

[0 1 2 2 J 

ttfX%% 0 

[0 12 3] 

[0 12 4] 

F. y /b^n jx^ I D 

MiTCfe-SC ^"C^ § 0 Pfl— COfWRR**, I D(DTfo<D (bottom) 5 tf y M*j?r£ 
[0 12 5] 



(56) #^2002-526822 

y *? v*?xiy? y irt^hy"— ?±?*yh, 

iotxn^- h/4 h &tiXi> «t < , tf 3- KK: «fc 9ftflJ«rtB"? 
[0 12 6] 

tibfimmLtc±x<D#-^ui?xy-(DhZ)h<ntf^-i-? y 7°h y yfr-vft 

[0 12 7] 

h. /<— y-^ y :/b7 :% -^-fe;7W^ 



(57) #^2002-526822 

[0 1 2 8 J 

h £ t 7 9 v Va. $ *l&v\, 

[0 12 9] 
[0 13 0] 

^•fe^fflO^E^f#^ff (semaphore) £#yg-f5 C £: 5 0 ^:tL^(i> 

[0131] 

I . ]) ~f YT^V y V 



(58) #£2 0 0 2-5 2 6 8 2 2 

[0 13 2] 

■teas*)*. ^-fe-^aseu ff^g^^wM^fb^^ 

[0 13 3] 

W5>) o t^Wyfit SA^PTIIfe-CfcSo BfttiUffiltt, ParmID ( 



(59) #^2002-526822 

[0 13 4] 

K. 3CJW#*i7^y^ 

fcttttfc&Of-ay^&fTS (H'9#flR) : 

> (a) &fflgUt^-f** y ^hfcfct)l*IS&:7?^$M»!j£U (b) :x**#- 
[0 13 5] 

T-fVy himfev— K$^TS3 9 (:/p^212) N jjJrM^TTVy h"C 

^SrfcTLTVvfcV^ (^d ^^216) li^tctt, ^tiflHn#*>tT^Jco^b«9 

, U^oT7yu^H#l^tt: (a) x^^#- ^©yy^M^'f 
h-V^«*S^$n> (b) MACtfSfi-g&tvC, DMEM18(C{fc#£*V ( 
c) TW^*?^ h^^fcioTBfHHfcS*^ (d) Bf^k^tt, 
h-^'/^ftfcTT'Vy h^DMEM18^bSDRAM24f£nt: 0 --£tl5 
y*220 ) o y ^hlltT^^^IJOi^ib^COT^Uy M*l&*£*l< 

6 C/n j/^222 ) o 
[0 13 6] 

h^-OB#^-Cn~ K£ftTV^V> (^Py^212) *fr£\ ZtliZ 



(60) #^2002-526822 
l^-£tf>#7 — *-fc7V>' hil, (a) SDRAM2430^DMEM18^^t°— 
, (b) h~>?lz£<9MU£tLs (c) Mm&tltz.7>W?Ktt1-Z>M 

AC$m%&tlXDMEM18^(D7—y/l'*(DiiM.titm&tl, (d) 75W 
:c7*£*l (i-^t>*J, yD5/^^#i?^^C7)^OT^6#^?tWi-6fefe^ 
) > ( e ) 4Vi&-ytfrtt7'?Uy h^m^H^T tTV^^V^i^^T7 P ^'5/ b"C 

*<7>fcfc*;h,#n-K£;iV (f) 77'^7^J;W77 P UyM: 

7 -Y V 7 7 7 £ fr<5<> 

[0137] 

{ti^C^T, 7^Wy hj&S£$fc:**-M/TV>5 (7*n 7^214 *3<J;tF 
7*P 7 7 224 ) l§£\ ^©XUR^^k^tt: (i) %<D&:ftZ1n1ZXfi *y?# 
<< yftmfeZtl ; (ii) ^©^7P<-^^#^tT^J^AHb^l^ttSUCB ( 
7^VyH:#U) Sfctt'f-^Wvh (t^7^i^s'H:#bt) ^ 
(iii) ^rOflMH^** ($3 1) &7~fVy h&T&*&&"t"5fc«>te 

ICB (T7*W7 M^tT) £fcf»tijL77V5/ M D (t^WyMC 
ttT) &##i-$&W*fc-5) , (iv) Z<Dy??&1&i£tlZ> (1rt£t>1b, 
ZMmftiStlX^Z) (7* n 7*226 ) 0 
[0 13 8] 

^W±|B©3o©V^tl-efeS^ (i-*'*>t>, 7^Wy f^^o- 

-K£*iT, bLTV^) K:ttBWRfc<, #J»f±&fc«&**ifc:IK 

Hie t ; teftZtitc* ty^OMls* &&7t L ; &fflgUfc^~ * * ^ 7* hftlfr <9 

*smy? 7**5 x u^-f- 7 y 7* h^teisi o BrtB5?^7 7 7*&7 y 71-5 

228 ) o 

[0 13 9] 

t6ft^*-"tf-* y 7" hT-7°l^5/^^ lot/^^tii, wfttal gfl8H9(tick)<0 



(61) f$S 2002-526822 



3 2 SP ftSStlrt:** v 

8x32 Dsmap CftliSiB#,£T?a - KSftSf -*-te?V > KDt y^t- 

T-*-5o Sf?2© 1 6 t'? h l* N *ftrt<a- K$li5t7 
•fe-y bT-*So >Mi> eE3gO*®ffl® (4T0) 

32n 7 7U»vh £ ti&'<—* 9 'J 7 h 7 7 » h : 

ftxKf-^, Bss fc.fctfX* » fCfeZo 

7^1/7 h^«ox> hjjGU*n :©t?i/ 3 v(0tei6f 



[0 14 0] 
[0 14 1] 

j^y^cx— Hf^— ^ y/h/yi/^ f^LiW/D j/^7t-7y h 
: 

114] 



(62) 



#^2 002-526822 



tf y i> 7 * — A/ K Si W 



n arms 



[0 14 2] 

frSftSo CCOj:5^*^^m$tt^^ ^0^^-^54(16) tt, EEPRO 
M32^T^ir^^tia-i:^^t^V^ Utyh»*jf^§, EE 

PROM32f±, 7n.t 5^54(16) Wl&^fiMtSavCV^ t # {CttT^ 

«r-£t?£-C<Bi»nJBftlE!I&H\ BIST dftii^iaWR) .teio-CtOfcSitSo 
7"n -fey 1^54(16) Zfrb<D&&omft^V±yhtt:W t te&:&&tiZ> 0 
y^54(16)«, WHfe^tU-S^^-t^HB I STWRlI^lfc.»^l:0^!J 

*S*fT*<x*V^J;5tC, 7 P niryf-54(16)«yiry h«ic^$ti^^T% ^ 
[0143] 

7v± y^54(16) ttlOT'nt^fy -fey hJRjBfcfS^ftSO-C, £ 



(63) #^2 0 0 2-52 6 8 2 2 

<D $ V'<-*? zcyt Jjfe&mMi'&tzlbOmWiZ £ h fctfctt ft tttlfcf ft *b ft V \> 

[0 14 4] 

fttemmsbvit-t Lximztizms, mwnm^^-f z^m&ohzm 

[0 14 5] 

ftv\, ill:, #*U^»2fi^*5^T, £tliot*i|t-o#i*tt^>r*td*j& 

[0 14 61 

T K ^ > a y\zrr ?±*\^Xs &mW}fe*ft o^k fc^Uh-f 5 

t4fc*»DMAtt, »JPJI$*lfc«/ft (f*-) £^LWfttf*U£ft 

ib ft v \ ^ * * n&m -e# ft v > r. k mm t v \ 

[0 14 71 

-<-^i^^A^J;9(-^^tbft{t^ftbftv\ antfciotDH 



(64) 4^ 2002-526822 

[0 14 8] 

:©J:9*!l^tt> 79 y 9 Ofe^t VX"fW\Xt ^m^xm^T^m 
<k1-Z t "?M1r^% XhZ> 0 ^1?* te#cfHft7 * y * tcffi «SrHW 

^yicnt'-^ ftft ttftfcf ft 5> ft V \ 
[0149] 

m^^x^m^^m^h^^tmm^m^r^^-r^o 
mi] 

mm»iW£ i i<Dmm\z.&^x*mm<D&mz. Ltc&^xmf&£titz.mw<nu 
m i <Dmw.<7>wmm 0 

[El 4] 

- mu\z&^x&mztiz>y7 h^xTT^^^f-tciwsi. 

[05] 

^S^^n^yAi-^^fe^J^ft^^AcOtElll&llIe 

iiae r 

if(OEEPROM^P^7^^t9^-^t^7A 0 
[1117] 
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[i8] 
[H9] 



[01] 

12 
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im2] 
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3 
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,38 




(68) 



2002-5268 



[04] 



Mi RT0SfeJ;tf7"/'J1r-'>3>V7^i7 



I 



7^iJ/r->g V77 h7x7 



1 



AP I 



-7. 



E 



I 



I 



9 



(69) 



#3c2 002-526822 



[IS 5] 
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